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Ham crypto
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Objectifs

- explorer

- théoriser

- discuter



Quentin F4IRO

Scénario

Contrôle par service amateur de

- station de base

- relai

- satellite

- …
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Plan

1. Cryptographie (9 slides)

2. Réglementation (5 slides)

3. Application (4 slides)
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1. Cryptographie
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Cryptographie

Communiquer de manière sûre en la 

présence d’un adversaire

● confidentialité (par ex. IND-CCA)

● authentification (par ex. EUF-CMA)

https://crypto.stackexchange.com/questions/26689/easy-explanation-of-ind-security-notions
https://crypto.stackexchange.com/questions/44188/what-do-the-signature-security-abbreviations-like-euf-cma-mean
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Chiffrement
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Chiffrement : principe
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Chiffrement : exemple

Chiffre de César

RADIO
↓

SBEJP
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Chiffrement : dans la vraie vie

● DES (1977)
● AES (1998)

● Chacha20 (2008)
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Signature



Quentin F4IRO

Signature : principe
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Signature : dans la vraie vie

● RSA (1977)

● DSA (1994)

● ECDSA (1999)
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En pratique
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En pratique : HTTPS
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En pratique : SSH
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En pratique : TQSL
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2. Réglementation



Quentin F4IRO

Réglementation

Décision № 2012-1241 Article 1

« Il est interdit de coder les transmissions 
entre des stations d'amateur pour en 
obscurcir le sens »
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Réglementation

Chiffrement

(sauf 🛰)
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Réglementation

Signature
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Réglementation

Authentification sans chiffrement ?
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Réglementation : une idée originale ?
● 1986 https://www.tapr.org/pdf/CNC1986-AuthenticationOfSwitchControlLink-WB3KDU.pdf 

● 1991 https://cdn.preterhuman.net/texts/cryptography/arrl.txt 

● 2004 https://rietta.com/blog/authentication-without-encryption-for/ 

● 2010 https://tapr.org/wp-content/uploads/DCC2010-AX.25-AuthenticationEffects-KE5LKY.pdf 

● 2013 https://link.springer.com/chapter/10.1007/978-3-642-36169-2_1  ou 

https://sci-hubtw.hkvisa.net/10.1007/978-3-642-36169-2_1 

● 2014 https://rsaxvc.net/blog/2014/2/1/Encryption_and_Amateur_Radio.html 

● 2014 https://www.metzdowd.com/pipermail/cryptography/2014-March/020598.html 

● 2014 https://old.reddit.com/r/amateurradio/comments/2ct984/is_there_any_legal_way_to_use_encryptioncyphers/ 

● 2015 https://www.ka2ddo.org/ka2ddo/ARETF-APRS-Authentication.txt 

● 2016 https://www.cix.co.uk/~klockstone/201605_Authentication.pdf 

● 2016 https://old.reddit.com/r/amateurradio/comments/4nbxrq/authentication_schemes_in_amateur_radio/ 

● 2016 https://hamwan.org/Administrative/Internet%20and%20Part%2097.html 

● 2018 https://github.com/brannondorsey/chattervox 

● 2019 https://ham.stackexchange.com/a/12995 

● 2019 https://news.ycombinator.com/item?id=19482786 

● 2019 https://perens.com/2019/07/02/yes-it-is-legal-to-use-cryptographic-signature-on-amateur-radio-and-thats-important/ 

● 2020 https://crypto.stackexchange.com/questions/80717/16-bit-2-byte-digital-signature 

● 2020 https://hackaday.com/2020/11/28/ham-radio-needs-to-embrace-the-hacker-community-now-more-than-ever/ 

● 2021 https://old.reddit.com/r/amateurradio/comments/oqrxko/encryption_is_forbidden_but_what_about/ 

● 2022 https://github.com/aredn/aredn/issues/344

● 2022 https://ham.stackexchange.com/questions/20984/digital-protocols-public-documentation-and-encoded-messages 

● 2022 https://hackaday.com/2022/07/15/helping-secure-amateur-radios-digital-future/ 

● 2022 https://old.reddit.com/r/amateurradio/comments/w8w5wf/does_sending_encrypted_files_over_nonencrypted/ihrt9uo/ 

● 2022 https://archive.org/details/youtube-FfQpH3PvjDU 

https://www.tapr.org/pdf/CNC1986-AuthenticationOfSwitchControlLink-WB3KDU.pdf
https://cdn.preterhuman.net/texts/cryptography/arrl.txt
https://rietta.com/blog/authentication-without-encryption-for/
https://tapr.org/wp-content/uploads/DCC2010-AX.25-AuthenticationEffects-KE5LKY.pdf
https://link.springer.com/chapter/10.1007/978-3-642-36169-2_1
https://sci-hubtw.hkvisa.net/10.1007/978-3-642-36169-2_1
https://rsaxvc.net/blog/2014/2/1/Encryption_and_Amateur_Radio.html
https://www.metzdowd.com/pipermail/cryptography/2014-March/020598.html
https://old.reddit.com/r/amateurradio/comments/2ct984/is_there_any_legal_way_to_use_encryptioncyphers/
https://www.ka2ddo.org/ka2ddo/ARETF-APRS-Authentication.txt
https://www.cix.co.uk/~klockstone/201605_Authentication.pdf
https://old.reddit.com/r/amateurradio/comments/4nbxrq/authentication_schemes_in_amateur_radio/
https://hamwan.org/Administrative/Internet%20and%20Part%2097.html
https://github.com/brannondorsey/chattervox
https://ham.stackexchange.com/a/12995
https://news.ycombinator.com/item?id=19482786
https://perens.com/2019/07/02/yes-it-is-legal-to-use-cryptographic-signature-on-amateur-radio-and-thats-important/
https://crypto.stackexchange.com/questions/80717/16-bit-2-byte-digital-signature
https://hackaday.com/2020/11/28/ham-radio-needs-to-embrace-the-hacker-community-now-more-than-ever/
https://old.reddit.com/r/amateurradio/comments/oqrxko/encryption_is_forbidden_but_what_about/
https://github.com/aredn/aredn/issues/344
https://ham.stackexchange.com/questions/20984/digital-protocols-public-documentation-and-encoded-messages
https://hackaday.com/2022/07/15/helping-secure-amateur-radios-digital-future/
https://old.reddit.com/r/amateurradio/comments/w8w5wf/does_sending_encrypted_files_over_nonencrypted/ihrt9uo/
https://archive.org/details/youtube-FfQpH3PvjDU
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3. Application
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Quel navigateur Web ?

2012 2010

HTTPS over Ham
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SSH over Ham

🥳  🎉



Quentin F4IRO

HTTP over SSH over Ham
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Prochaines étapes

● activer le NULL cipher dans Firefox ?

● comment distribuer ? F6KGL OS ?

● que contrôler ? Raspberry Pi ?


